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MOMETRIX PRACTICE QUESTIONS UKNE2ULU

Before you begin

What this is

9 practice questions for COMMON UKNE2ULU , each with its answer key and an
explanation. Answer a question before you read its key — the explanation is worth more
once you have committed.

If something looks wrong
Send us three things and we will check it:

® the exam code, UKNE2ULU
® the question number

* the email address on your order

Write to support@mometrix.net. We reply within one business day.
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MOMETRIX PRACTICE QUESTIONS UKNE2ULU

QUESTION 1 MULTIPLE CHOICE

Which of the following are considered core components of an organization's IT infrastructure? (Choose
two.)

n Hardware components such as servers, workstations, and networking devices
B Software applications, operating systems, and firmware
€ | Employee personal preferences for desktop wallpaper

D | Physical office furniture arrangement

ANSWER A B

wHyY [T infrastructure is built on hardware (servers, workstations, network gear) and software (operating systems,
applications, firmware). Personal wallpaper preferences and office furniture are not infrastructure
components.

QUESTION 2 MULTIPLE CHOICE

Which of the following are recognized cloud service models in mainstream business computing?
(Choose two.)

n Infrastructure as a Service (laaS)
B Platform as a Service (PaaS)
C  Furniture as a Service (FaaS)

D | Software as a Service (SaaS)

ANSWER A B

wHY laaS, PaaS, and SaaS are the three widely accepted cloud service models. While SaaS is also legitimate, this
question asks for two; 'Furniture as a Service' is not a recognized cloud service model.
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QUESTION 3 TRUE FALSE

The CIA triad in information security refers to Confidentiality, Integrity, and Availability.

u True

B | False

ANSWER A

wHY The CIA triad is a foundational model in information security representing Confidentiality, Integrity, and
Availability of data and systems.

QUESTION 4 SINGLE CHOICE

Which type of network is restricted to a small geographic area such as a single office building and is
commonly used to connect workstations and printers within a business?

A WAN (Wide Area Network)
n LAN (Local Area Network)
C  MAN (Metropolitan Area Network)

D | PAN (Personal Area Network)

ANSWER B

wHY A LAN covers a small geographic area like a single office or building and is the standard choice for
connecting local devices such as workstations and printers. WANs span large distances, MANs cover a city,
and PANs are for personal devices.
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QUESTION 5 SINGLE CHOICE

Which of the following is a primary function of an operating system?

u Managing system resources such as CPU, memory, and storage
B Designing marketing materials for the business
C  Preparing financial statements for tax filing

D Conducting market research for new products

ANSWER A

WHY An operating system's core role is to manage hardware and software resources, including the CPU,
memory, storage, and peripheral devices. The other options describe business activities unrelated to OS
functions.

QUESTION 6 SINGLE CHOICE

A backup strategy that copies only the files that have changed since the last full backup is known as:

A Full backup
B Incremental backup
n Differential backup

D | Mirror backup

ANSWER (

wHyY A differential backup copies all data that has changed since the last full backup, growing in size each day
until another full backup is taken. An incremental backup only copies data changed since the last backup of

any type.
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QUESTION 7 SINGLE CHOICE

Which term describes a collection of interconnected devices that communicate with each other to share
resources and information?

A | Database
B Network
€ Algorithm

D Compiler

ANSWER B

wHY A network is a group of interconnected devices that share resources and exchange data. A database stores
structured data, an algorithm is a step-by-step procedure, and a compiler translates source code.

QUESTION 8 SINGLE CHOICE

Which type of malicious software is designed to appear legitimate but performs unwanted actions
when executed, often disguised as a useful program?

A Worm
n Trojan horse
€ ' Rootkit

D Spyware

ANSWER B

wHY A Trojan horse disguises itself as legitimate or useful software to trick users into installing it. Worms self-
replicate across networks, rootkits hide deep system access, and spyware covertly collects information.
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QUESTION 9 SINGLE CHOICE

Which security principle ensures that data is accessible to authorized users whenever it is required?

A Confidentiality
B Integrity

Availability

D Non-repudiation

ANSWER

wHY Availability, the 'A" in the CIA triad, ensures that systems and data are accessible to authorized users when
needed. Confidentiality restricts access, integrity ensures data accuracy, and non-repudiation prevents
denial of actions.
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